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WORKSHOP BACKGROUND

Ever since the movie Star Wars showed Luke Skywalker and
R2D2 teaming up to destroy the Death Star, <there has been
considerable speculation as to how an efficient pilot-robot teanm
could be created. Since weight is a critical design factor in
airborne systems, the literal building of a pilot-robot team has
not been undertaken; rather, the emphasis shifted to
incorporating the intelligence of the robot. As work in this
area progressed, such terms as "electronic crewmember® and "black
box back seater" began to enter the vocabulary of both the
crewstation design and computer software communities. While the
use of these titles served to stimulate thinking in the area of
human-computer teamwork, a major program was needed to start the
design and implementation of concepts needed to build an
electronic crewmember (EC); in the US this took the form of the
Pilot’s Associate Program. The establishment of the Pilot’s
Asgsociate Program in 1985 gave credence to the idea that the
building of the brain of R2D2, 1in some very simplified form,
might be possible.

In the next two years, numerous discussions were held to
explore some of cockpit ramifications created by the use of a
pilot-EC team within the aircraft. These discussions occurred
in various technical meetings within the US and the UK. In one

of the meetings held in the US, attended by representatives of

vii




the Air Force of the Federal Republic of Germany as well as US
and UK representatives, the idea of the present workshop was
born. Although progress on the idea of a workshop concerning
human-EC teamwork continued, in 1987 an event occurred which

demonstrated the definite need for the workshop.

In April of 1987, USAF representatives gave a paper at a
meeting of the Royal Aeronautical Society in London and again at
a meeting of the Ergonomics Society in Swansea, Wales. The
subject of the paper was "Workload and S:tuation Awareness in
Future Aircraft”, and a section of the paper discussed workload
sharing between the pilot and the EC. During both meetings the
same kinds of questions were asked: Is the pilot always in
charge? Can the pilot and EC really be called a team? Why do you
need the pilot at all?

These thought provoking questions resulted in continued
discussions with technical personnel in the US, UK and FRG, and
served to provide a focus for the workshop. Through these
discussions, sponsorship was obtained from organizations within
the three Air Forces, and as a result the workshop, which the

German Air Force generocusly agreed to host, became a reality.
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EXECUTIVE SUMMARY

The meeting was divided into twQ sections: formal presentations
(papers) and workshop. The papers covered a wide range of topics
ranging from artificial intelligence (Al) implementation jssues,
through pilot-electronic crewmember (EC) dialogue, to the EC’s
autonomy and building trust between the two crew members. A
summary of the ideas of the French, German, British, and American
papers is given below.

Although only one French representative participated, his paper
was quite germane to the subject of the meeting. He presented a very
interesting concept callied the “"Electronic Co-Pilot" which is being
offered as an option for the Rafale aircraft. While not as sophisticated
as the Pilot”s Associate, it is being targeted for a soon-to-De operational
system. Many questions were asked about the French approach towards
implementing the Electronic Co-pilot (they apparently will not use a
blackboard system currently favored by the Pilot”s Associate contractors).

The German speakers discussed, among many topics, the knowledge
engineering problem and presented a means of automatic acquisition of
knowledge through software that monitors pilot behavior and "learns"
the pilot”s intent by looking at patterns of switch activations.

The British speakers were quite concerned with the ability to
program higher level intellectual functions within the EC; concepts
such as intuition and non-rational decision making were discussed at
great length.

The American Speakers, possibly because they had more practical
experience in implementing Al relative to aircraft, concentratac on
lessons learned. Levels of autonomy within the EC, and the building of
five interdependent expert systems functioning simultaneously elicited
4 great deal of discussion.

After the presentation of the papers, the second half of the
meeting consisted of a workshop; its purpose was to address Al
technology issues and cockpit implications of the technology, in a
number of small discussion groups. The workshop agenda was further
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subdivided into state of knowledge. unresolved issues. and potential
directions. as a total of six groups was formed. At the end of the workshop
each of the six team chairs presented the results of their deliberations.

The conclusions reached by each of the six teams are reported in Sections 7.
Below are the cverall views of the different technical disciplines represented
at the workshop.

Three technical disciplines were represented at the conference. namely
pilots. crewstation designers. and artificial intelligence experts. Each
discioline had a unique view of human-computer interaction. The pilots
expressed a healthy skepticism of the abilities of the EC and were especially
concerned that their role as aircraft commanders be preserved. The crewstation
designers. on the other hand. were primarily concerned with human-computer dialogu
how can really effective communication be built up between the two members of
the crew? Finally. the artificial intelligence experts were interested in the
tools needed to make the EC smart and discussed both the state of the art
and the difficulties in implementing Al in the airborne environment.

The meeting identified many different approaches and alternative ways of
thinking about common problems. But there was a considerable amount of
consensus about the state of knowledge and about the major unresolved issues.
The main conclusions are summarised in Sections 8. Implementation of teaming
concents for human-computer interaction raises imt .»tant issues for all the
disciplines represented at the meeting. Much uncertainty remains to be resclved
before a fully mature Human-Electanic Crew relationship can be achieved.

The meeting provided a timely and fruitful forum for exchanging ideas and
for advancing inter-disciplinary and international understanding in the area
of Human-Electronic Crew Teamwork.
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Introduction

During the last seven years a number of activities took place
within the NATO community which all served the same purpose:

To extend and improve our knowledge and rules data base serv-
ing the task of man-machine interface engineering in design
and development of high performance air combat systems.

The knowledge gap was first formulated during the U.S. Natio-
nal Academy of Science study on "Automation in Combat Air-
craft”, held in 1981 /1/. It gave the impetus for the study
of the GCP/WG.07 on "Improved Guidance and Control Automation
at the Man-Machine Interface" from 1983 to 1985. The result-
ing advisory Report AR-No., 228 was published in December
1986.

In April 1984 the NATO Defense Research Group, Panel VIII
held a Workshop on "Application of System Development™ in
Shrivenham, England. The workshop concentrated on advanced
crew station design, cockpit automation technology, and ope=-
rator performance /2/.

The 40th GCP Symposium on "Guidance-Control-Navigation Auto-
mation for Night All-Weather Tactical Operations”, held in
Den Haag 21-24 May 1985 was another occasion where the
advances in automation and Man-Machine-Interface (MMI) design
were reviewed /3/.

During the same time a number of national research projects
were initiated in the various NATO Nations dealing with the
above formulated objective. These projects included analyses,
flight test programmes, and experimental aircraft develop-
ments to demonstrate automation technologies and capabilities
including the advances in crew station integration.




In this presentation we are looking at the co-operation be-
tween the human and the electronic pilot in the light of the
papers of the AGARD Symposium on "The Man/Machine Interface
in Tactical Aircraft Design and Combat Automation®". This Sym-
posium was held in Stuttgart in late September 1987. It in-
cluded contributions from the GCP, the FMP and the AMP.

The objective of the Symposium was automation at the Man-Ma-~-
chine~Interface (MMI). You can talk and may do a lot about
cockpit automation without even touching the domain of arti-
ficial intelligence (Al). However, when complex functions
shall be automated, as mission planning, sensor fusion and
correlation, and situational awareness, you end up in the
middle of the wide field of AI application.




2.

The contributions of the AGARD Symposium in Stuttgart

During the Stuttgart Symposium 25 % of the papers presented
dealt with cockpit automation and topics related to AI:

(1) Cockpit automation requirements and the pilot's role

o "Moding Strategy for Cockpit Data Management in Mo-
dern Fighter Aircraft" (paper No. 11) demonstrated a
method by which the operational requirements for
automation of cockpit functions can be derived. 6
levels of automation are defined (see Annex)

o "Pilots as System Managers and Supervisors, a risky
new Role according MMI Reliability” (No. 17) illus-
trated the importance of the pilot's "mental repre-
sentation" of his tasks, and how it changes with ex-
perience, and with increasing confidence in the sys-
tems functions reliability

0 "Cockpit Automation - A Pilot's Perspective” (No. 21)
discussed several considerations (situation aware-
ness, automation philosophy) for developing a frame-
work for assuring machine capabilities to complement
inherent human abilities and talents rather then to
replace them.

Relation to AI application:

o Introduction of levels of automation for cockpit
functions;

o Definition of the new pilot's role, with relation to
mental modeling and mental representation of tasks,
considering Anderson's /4/ terminology concerning the
"Declarative-Memory", the "Production"- and the
"Working-Memory";




(2)

o Discussion of requirements for cockpit automation to

improve situation awareness and to solve the problem
that "Today's fighter pilot is drawing in data and
starving for information".

Expert systems for mission planning

© "HMission Scenarios, Planning and Requirements”
(No. 3);

o "Expert System for Low Level Tactical Mission Prepa-
ration" (No. 4).

Relation to AI application:

The need for AI, of Expert Systems in particular is
emerging for mission and attack profile planning, becau-
se of the increasing number of factors be taken into

account.

These are:

©0 Mission related data (air task, force allocation,
target intelligence)

o Situation related data (intelligence, navigational
restrictions, meteorological conditions)

o Permanent planning data (map, terrain digitized ba-
sis, navigation aids, air bases, tactical, weapon

ete,)




ey e

[

(3)

(4)

Sensor Fusion

o "Multisensor Target Reconnaissance” (No. 16). In
these experiments a knowledge based fusion system is
developed combining radar (as primary sensor) with IR
information to improve target identification;

0 "Terrain Referenced Avionics and Sensor Fusion - The
Key to Mission Success" (No. 30). The investigation
applies EO-sensors in combination with terrain refe-
rence data base systems for low level night opera-
tions.

Relation to AI application:

The tasks are navigation (low level and night), recon-
naissance (target identification and classification),

and weapon delivery (auto correlation, target prioriti-
zation, weapon fusing, integrated fire-flight-control).

This is the area of paramount interest in to-day's R & D
concerning AI application.

Algorithms for individual tasks/functions are being de-
veloped in various countries. However, what is neeeded
is an overall approach to the development of the automa—-
tion system providing a truly integrated capability and
an AI system providing a true pilot support for his si-
tuation awareness and decision aiding.

"Expert Man/Machine Interface in Combat Aircraft Cock-

pit" (No. 19). In this paper a comprehensive "man-cen-

tered" approach was presented to develop expert systems
for pilot support by

0 analysing the information status




o monitoring of pilot behaviour (actions, judgements)
in low level flight

o decision support

o monitoring the flight and mission conduct against a
general gualitative model thereof.

The progress achieved meanwhile is the objective of the
papers on the "Electronic Copilot" presented by Avions
Marcel Dassault-Breguet Aviation in this Workshop.
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Resulting conclusions and recommendations

In summarizing the results of the Stuttgart Symposium con-

cerning cockpit automation and AI application the following
conclusions and recommendations are emphasized:

(1)

(2)

(3)

(4)

(5)

(6)

New technologies have their full benefit in terms of sy-
stem effectiveness only when they are applied embedded
in the operational context and given situation awarness.

Reliability is not a matter of mathematics only. One
single failure can destroy the built up confidence into
a system or technology.

The pilot does not want to put his life into the hands
of automatic systems. They shall only aid, support and
protect him.

Unload man from system and flight management tasks, and
make him free for the mission.

Sensor fusion realisation is beginning to emerge.
However, the tools (knowledge and rule based algorithms)
are not developed as yet for application to system spe-
cifications for the next generation fighter aircraft.

Sensor fusion investigations were presented which are
very promising. However a systematic concept needs to be
developed taking into account typical sensor combina-
tions applicable to specific tasks, e.g. threat assess-
ment, target prioritization, low level navigation.

The impact of digital data bases coupled with AI systems
is fundamentally profound. Expert System concepts are
being developed for planning and diagaostic tasks, such
as mission planning or systems health monitoring.




The availability of AI tools applicable to decision aid-
ing in the cockpit in real time operations, such as tar-
get identification, prioritization, and acquisition will
take several years to fully mature.

Development of real time decision aiding concepts should
be accelerated to provide the necessary total combat si-
tuation awareness.

(7) We must keep in mind that AI is not comparable with
human intelligence:

The more knowledge a Human Expert has the faster he
works.

The more knowledge and Expert System has, the slower it
works!

(8) We must keep in mind that pilot acceptance, system ef-

fectiveness and safety are of paramount importance in
introducing increasing levels of automation.

e e ———————— e et e o
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Cockpit automation and the domain of Al

It sounds very intellectual talking of "Artificial Intelli-
gence", Therefore some people talk of "Electronic Intelligen=-
ce" meaning just "Automation". We should be very careful in
defining the domain of AI application and in discriminating
it against plain automation of system functions. Using a di-
gitized terrain data base in combination with a threat intel=-
ligence data base for low level flight and navigation control
is = in my understanding -~ plain automation. It becomes Al
only if it includes additional capabilities as:

o A knowledge base of sensor and threat data classification,
and of information on e.g. the consequences of navigation
aid restrictions:;

© A rule base and inference capability for identifying,
classifying and correlating sensor, threat and stored
data.

For to differentiate between automation and AI we can classi-
fy the cockpit functions and tasks based on the terminology
introduced by Rasmussen /6/ and Morgan /5/.

Rasmussen distinguishes for human performance modelling be-
tween skill, rule, and knowledge based behaviour.

Morgan classifies the cockpit functions into operations, de-
cisions, and problem formulations. He allocates these func-
tion types to the function levels of Rasmussen.

In MBB we defined "levels of automation”, published in /7/
and /8/, applicable to system functions and cockpit procedu-

res automation.

If we combine these approaches, the domain of AI applications
to cockpit tasks emerges. This is shown in the figure below.

10

SR




10

3o uoyrjeosyrdde ayi o3

buiparoooe syse; pue

sanbiuyoajy-1v pue uoylvvioInNe
suo13ounj 371dy500 JO UOTIRDIJISSETD

?3je1o088VY s30T 1d

puewsp awy) pue
s1aaay KA3yxaydwoo
utel18d YITM

ao swa3sdgs 3aadx3a o (9 03 | 134237) 12A97T-1IV

«Jotr1dod uoyrjeWOINY BIINP3D uotTIRWOINY | /UoTIRWOINY

oyuoa3o9d, -01d/s8uoy3oung o suoyjound 31d}00D
sTsou asuodsay ainyyred

-bejq swaisks o
uotlez |y

juawiordag uodeoy
uoyaysynbov jabaey

O 0 0 o

-t1107124 33baey, o asuodsay jeaayy
071euUads jeaayl o uoJ3IROT3IFIUIPI
30npuc) UOTISSIW O jabael /aeaayy o
Jonpuo) ybyid o uojaebiaeN o uoy3o938d IediYL o
:jJo juawdabeuen @Y1301d 3IYbyyg © uo72320333Qq danyyed o awyy
pue ssaulemy $10] 831Npadoigd 1013u0) swa3sks o 1e9y
Teuoilenl¥s pue so13IdR] 39§ 1033u0) IWYbyid o s)ysel
suoyjernuiod adky
watqoad 8uUO0TS8 1030 suoyieaado uoyloung
19497
poseq abpatmouy paseq any paseq T1INS uoy3oung
'?i?‘fil.(l"')‘lrl" e e e e e = mae iy g —

i1

|
i




A

1

In this classification diagram I only included the real time
pilot tasks.

The real time "system health monitoring" tasks were not a to-
pic of the Stuttgart Symposium. The state of the art in this
domain has been reviewed in 1986 in an Air Force Workshop on
Artificial Intelligence Applications for Integrated Diagnos-
tics /9/.

Concluding remarks

The evaluation of the papers presented at the Stuttgart Sym-
posium has shown that the development of AI tools applicable
to decision aiding in the cockpit in real time operations
"will take several years to fully nature”.

For the next generation fighter aircraft - being specified
to-day ~ I can not even see full IFFC capability to be in-
stalled. And this is automation. IFFC as well as the first
real time AI tools could be available possibly for the first
upgrade of the next generation fighter aircraft, about ten
years from now.

Expert systems for mission planning are being developed at

present. They could be available within a few years for ap-
plication in conjunction with mission data transfer systems
for to-day's fighter aircraft upgrading.
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ANNEZX
Automation Levels for the Wan-Machine-Interface Functions

MANUAL: Manual control functions without automatic augmenta-
tion or support; man is performing the activity using his
human faculties (e.g. visual functions, mental activities,
switching and data input functions, verbal communications).

MANUAL AUGMENTED: This includes:

- manual control functions augmented by an automatic control
system (e.g. Fly-By-Wire, Nose Wheel Steering):

- mental decision supported by an automation system (e.g.
step by step check list on a display).

MANUAL AUGMENTED - AUTOMATICALLY LIMITED: manaal control
functions augmented by an automatic control system and limit-
ed to prevent over-control and control errors. This includes:

- control limiting (e.g. AOA, g-level, attitude or velocity
vector monitoring);

- data entry formatting and validation checks.

AUTOMATIC - MANUALLY LIMITED: automatic control functions 1li-
mited, defined or overridden by manual parameters control
(e.g. autopilot attitude hold with superimposed pilot con-
trol).

AUTOMATIC - MANUAL SACNTION: automatic control functions with
manual accept/reject capability (e.g. automatic targets prio-

ritization with pilot reject/modify function).

AUTOMATIC: autonomous automatic control functions (e.g. sy~
stems status continuous monitoring and alerting).
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SYSTEMS ENGINEERING SUPPORT FOR Al
OR HUMANE INTELLIGENCE SYSTEMS
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SUMMARY

The autopoietic approach McNeese (1986) proposed for artificial intelligence (AI)
applications in advanced aerospace crewstation design is not well-suited to
present design practices and systems engineering methods. Practical
implementations of advanced electronic crewmember (EC) concepts have to bridge
the gap between computer sciences research and large-scale development practices
to produce a viable crew-system interface. Theory and design techniques for
development and tast of large, distributed, concurrent computer systems
envisioned for Al applications are still avolving. Technology transfer must also
address management issues. A central systems engineering management issue is
identifying the functional partitioning of design team activities necessary to
produce a humane, intelligent system. A secondary, related problem is verifying
and validating component alemsnts to demonstrates specification compliance and
performance adequacy. Finally, the problem of integrated test and evaluation
presents many difficulties which are well known to the human factors specialist
but not previously faced by systems engineers. This paper will addrass some
limitations of contemporary systems angineering methods and management techniques
to meat the challenges of the EC. Recommended solutions which will be proposaed
ars as follows: nev systems engineering management concepts (incorporating human
factors with IV&V) and support tools (integrating analysis, testing, and
speculation with prototyping).

1. "INTRODUCTION

A pilot's associate is more than an expert. Humane intelligent systems (McNeese,
1986) should anticipate the needs of the pilot. Intarpreting pilot actions
demands an updated model of goals and plans, sat in the context of the pilot's
intent structure (Smith and Broadwell, 1988). Systems engineering practices
(Booza, Allen, and Hamilton, 1986) are not presently designed to produce that
kind of product, and even if the EC was itself fully developed, integration of
that technology into weapons production is still a problem.

1.1 Today's System Engineering Problem: Managing Complexity

Aircraft and other systems have become complex both in the diversity and the
interactions that must be managed among technical specialists. To manage the
synthesis of multi-disciplinary work efforts, system management methods already
exist for allocating duties, communicating data, and coordinating effort. To be
effective, the system engineering management plan (SEMP) must be expliicit,
publicly observable, and objectively measurable. The SEMP conceptually organizes
integration of technical teams, their assignments, and various work schedules,
permitting a composits view of the whole development enterprise. Rouse and Cody
(1988) nicely describe the shortfalls of current man-machine integration practice
and suggest a more user-oriented approach,

1.2 Tomorrow's System Engineering Problem: Managing Flexibility
Tomorrow's systems present new challenges. Flexible, adaptive, self-organizing

software is a product that is not present in today's systems. The problem is to
deliver a validated, tested dasign (assuring certified performance does not
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degrade during use) and requires a change in the corporate culture of systems
engineering management. Empirical and statistical testing methods that
incorporate the use of pilots will play a larger role.

While appropriate experimental testing methods are typically well-known in
behavioral and social~-scisnce research, such methods are less commonly used in
engineering, computer science, and contracts administration. The need to include
humans in tests of end-item performance is not a new idea, but the level and
amount of testing needed to assure proper EC performance must increase. Reasons
for this change need to be understood by managers. Successful development,
delivery, and use of AI thersfore require changes in contracts administration and
engineering management that are as revolutionary as EC technology.

2. CURRENT PRACTICES

New systems are evolutionary upgrades of existing systems. New threat
capabilities demand adaptations and enhancements with technology insertiom.
However, within the acquisition cycle, there is a well-structured and linear
ordering of activities progressing from concept formulation through preplanned
product improvements and then subsequent avionics modernization efforts.
Modernization programs occur because certain subsystems become obsolete faster
than others. Subsystem upgrades are more economical than total system
replacenent.

Complexity is now managed by a strategy of divide and conquer. Functional
requirements are defined that assure meeting specified mission needs, and
derivative functions are then identified by hierarchical partitioning into
progressively more detailed subfunctions. The work effort is itself broken down
in a similar faghion. The final result is a set of mutually exclusive efforts
and a set of discrete end items to be produced. The work and its products are
relatable, hierarchical decompositions that split the whole into smaller
distinctly separate, but often interacting, parts.

System testing is then done at multiple levels, starting with individual hardware
(8/W)/software (S/W) cowponents, pair-wise interactions, and then larger
assenbled groups. Each progression tends to identify integration problems not
detected in the simpler 1levels of testing. Deficiencies may result from
incorrect or incomplete requirements specification, inappropriate design, and
implementation errors. Inputs or envirommental conditions for integrated system
level testing in ground-based faci{lities are also incomplete and must therefore
be augmented by developmental flight tests and then operational flight tests, all
of which are progressively better approximations to design limiting conditions or
some represantation of anticipated combat conditioms.

During that progression, H/W and S/W performance are comparsd against the
specified functional requirements. Comparably detailed evaluations of
operator-maintainer behavior are rarely attempted in conjunction with integrated
system test activities. Costs and time for such testing have typically been
considered prohibitive.

There are two questions asked in development and operational tests. The first
asks vhether the delivered system behaves as the specification states it should.
The sacond asks whether achieved performance is adequate to meet mission needs.
The first is a contractual issue. The sacond is an operational issue. Crew
opinion may be a factor in answering the second question, but is disallowed in
angwering the first question. Crew performance and training requirements then
cope with H/W or S/W design shortfalls, performance anomalies, and other
unanticipated quirks of system behavior which are discovered after the fact, as
crews begin interacting with the final products of development and productionm.
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Sometimes craws slso discover system capabilities which were not intentionally
part of designers' objectives. These can often be exploited for tactical
advantage, sometimes compensating for other aspects of the product which did not
meet design expectations.

Such progressive refinement during design, development, and production
engineering efforts results in increasing costs for introducing changes. Thers
are several reasons for these cost increases. First, design analyses need to be
redons to assure proposed changes meet specifications and do not creste new
problems. Second, design documentation has to be changed. Third, testing has to
be reaccomplished to assure that interaction of the newly modified component with
other system slemants does not inducs some unanticipated and undesirable behavior
elsewvhere in the system. The smaller the span of potential interactive effects,
the more restricted and focused the testing. Clesrly, this argues stromgly for
s highly decoupled and modular system. That is not the nature of the EC,
howsver, since the EC will interact with nearly everything that the pilot does.
Worse yet, it has to interact witl, pilots too! So testing becomes a critical
isgue: How much is enough and how can it be made more affordable?

2.1 Prototyping: Promise and Pitfalls

Valid requirements identified at design start minimizes costs. If the system
specification was accurate at every desired level of detail, then testing would
largely verify design compliance rather than detacting defects. Because pilots'
behsvior cannot be perfectly predicted, empirical testing is needed. Rapidly
reconfigurable prototypes are tools to gst crew-system interfaca requirements
specified early.

Such prototyping wust be tightly coupled to actual system development since
details becomes reinterpreted, redefined, and then implemented. The prototype
used for human testing must be compared against both the design specification and
actual system behavior, especially when anomalies appear in prototype testing.
Auditable documentation is 1eeded.

Fault mode and failure analysis cannot be accomplished until design details are
known, but pilot workload is driven by handling such interruptions under less
than ideal conditions. Prototypes can implement hypothetical load conditions
before detailed design occurs but cannot portray actual conditions. The catalog
of actual causes and effects of system malfunction (and their impact on the crew
interface) will evolve as operational and combat experience occur.

Ground-based prototypes cannot replicate every interacting envirommental factor
that drives and limits the crew's combat activity. No single test environment
can fully treat every aspect of crew-aystem interaction. Combined testing 1is
needed, and even that will fall short of perfectly raplicating actual combat
conditions.

2.2 An Augmented Solution: An Integrated.Evaluation Methodology

Wallace, Stockenberg, and Charette (1987) present a unified methodology for
system development, emphasizing the need for multiple perspectives in performing
design analyses. Evaluation itself requires three perspectives: 1) analysis, 2)
ewpirical testing, and 3) speculative modeling. In analysis, mathematical models
can serve as surrogates for (and predictors of) testable behavior. In empirical
testing, two objectives can be pursued: 1) validation of design analysis, and 2)
correction of the underlying models. The second objective lays a foundation for
the third perspactive: tests based on speculative wmodeling. Speculative
modeling predicts behavior that cannot be validated. For example, this includes
effects of chemical warfare agents and supra lethal doses of ionizing radiaciom.
Since speculations should be made from a validated model, modeling efforts should
closely parallel prototyping efforts.
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3. PROGNOSIS FOR THE FUTURE

Rouse and Cody (1988) propose reorienting conceptual design to a user-centered
approsch so user considerations will lead instead of lag detailed design.
Second, they proposs supporting the :uli:y of detailed design and development.
A realistic description is available in Boehm (1988). His spiral model
incorporates stagewise, avolutionary, and transform models of development as
special cases. Boehm's model recognizes that system specifications change as
design insights occur, and encountered problems are resolved. Boehm (1988)
observes: "ezzh cycle is completed by a review involving the primary people or
organization concerned with the product."

A user~centersd approach requires organizational changes that influence these
primary people concerned with the EC. Archer (1970) referred to these as
"arbiters" of design, who identify what factors are important and determine what
weight thosa factors receive in design trade-off decisions. Hardware engineers
presently dominate that group. They are a subculture distinctly different from
computer sclentists and human factors specialists. To change the way systems are
produced, corporate culture must also be changed.

3.1 The Characteristics of Corporate Culture

Sathe (1985) defines culture as an important set of assumptions commonly shared
by a community but often left unstated. These assumptions vary in content and
strength. Prevailing culture will impact cooperation, decision making, control,
communication, cosmitment, perceptions, and ratiomalization of behavior.
Schein's (1983) model of culture suggests that observed behavior is only the
firast of three levels. The second level consists of justifications that make
sense of the first level. The third level pertains to the beliefs and values
that underlie those justifications at the second level. FKnowing the beliefs and
values commonly shared within a culture is the key to understanding behavior and
its justification. Any pressure that forces modifications only in observable
behavior will induce transient, not permanent, changes.

To permanently changs system engineering management, changes wmust occur in
beliefs and values, and become stated instead of assumed so they are shared
between disciplines, challenged by each, and altered as required. Technology
advances will help change engineering practices.

3.2 Socisl Dimensions of Automation Impacts on Engineering

Rouse and Cody (1988) note that the techmology for design is changing but so must
the concepts. Computer Aided Engineering (CAE), Design (CAD), Manufacturing
(CaM), and Test (CAT) are all progressing rapidly. While telecommunications
permit shared distribution of information, Short, Williams, and Christie (1976)
identify telecommunications shortcomings in resolving conflicts between people,
which will inevitably arise as part of development engineering problem solving.
Rouse and Cody (1988) refer to fellowship as a social aspect of relationships
that ars an integral part of interdisciplinary cooperation in design teams.
While technology will force some changes in engineering cuiture, other changes
may be needed.

3.3 Suggested Approach: Agency of Change

Systems are becoming-software intensive (Glassman, 1982 and Grove, 1982). Many
require Independent Verification and Validation (IV&V) efforts (Southworth and
Sapp, 1[984). Doing IV&V requires snslysis, wmodeling and simulation, and
prototyping. One approach to improving EC tasting would be to include human
factors within the IV&V effort. This also permits an early start om both
instructional system and training device development, other typically neglected
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aspects of integrated logistics support. Three benafits could be realized.
Firsc, continuing human-user testing could parallel development aad be associated
wvith required software integration tests. This permits more extensive yet non-
disruptive testing. Second, multiple uses can be made of the human factors data
from such tests: (a) wmodel parameterization/validation, (b) human engineering
evaluation, and (c) training curriculum validation. Third, culture changes could
be induced through existing organizational mechanisma instead of adding a wholly
new structure just to accomplish the level of testing needed for producing a
useful EC. The human engineer must then focus on becoming the change agent,
calling attention to unstated systems eungineering and management assumptions
about presumably shared beliefs and values that need to be reviewed more
carefully.
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SUMMARY

As the environment in which military aircraft operate becomes increasingly hostile
and the advances in avionics systems provide the crew with ever more data, mission
effectiveness will be put at risk by the increase in crew workload. The tactical
decision aid (TDA) is a system designed to alleviate this workload problem by using
the incoming data to supply the crew with high-level information, upon which, tactical
decisions can be made. This paper outlines the primary process of the TDA, namely
sensor fusion and mission planning, which have been approached from an Al perspective.
The test-bed for this work has been a ground attack mission and in particular the
hostile ingress and egress phases of the mission.

INTRODUCTION

In the foreseeable future the military aircraft will be operating in an environment
in which the numbers and sophistication of threats deployed against it will ensure
that the aircrew has a high workload. This will be compounded by the move toward
single operator aircraft and the increased ability of avionic systems to supply the
operator with data. These factors could combine to increase the operator workload
to the point where the survival of the aircraft and the ability to achieve the mission
are put in jeopardy. The sophistication of proposed future avionic systems will
ensure that the aircrew will have as much data as possible upon which to make any
tactical or strategic decisions, but the limiting factor on arriving at the correct
decision will probably be the speed at which such data can be assimilated and understood.

The purpose of a tactical decision aid (TDA) is to reduce the crew workload by converting
the incoming data into high-level information which can form the basis for a decision
making process. This decision making process can then be performed either by the
crew or by the TDA, although in the latter case, the reasoning processes must be
understandable to the crew, in order that the basis for decisions can be checked
and confidence in the system's abilities acquired. Such issues abutt the MMI aspects
of such a system; these aspects have not been addressed within the current project.

This paper is an overview of the current state of the TDA project at Smiths Industries
Aerospace & Defence Systems Ltd. Effort has been concentrated upon those areas of
the TDA which are the most novel in terms of current avionic computing. These concern
the fusing of data te produce the high-level information {sensor fusion) and the
use of that information by the TDA in the decision making process (planning).

The next section describes the scenario in which the TDA has been tested and the
test-bed simulation which has been developed. Following that, the sensor-fusion

techniques which have been investigated are discussed and the subsequent section
covers the planning functions.

The Scenario

Investigation of the TDA has been limited to the problems faced in a ground attack
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mission and in particular that part of the mission concerned with a low-level ingress
to the target area. Such an ingress involves a flight of around 8 km in a time of
5 minutes flying at a height of around 100 feet. In such circumstances the crew
face a high workload not only from attempts to counter threats, but also from the
need to wmaintain altitude and avoid terrain. Under these circumstances the crew
may not be performing to the best of their capabilities or those of the aircraft.

The principal threat in such a mission comes from surface-to-air missile (SAM} sites,
associated both with airspace denial and point defence, and anti-aircraft artillery.
Such air defence units can be highly mobile in their attempts to cover potential
targets such as troop concentrations. Consequently the location of such threats
will be known to a very limited degree of accuracy, which in turn, implies that the
value of the prior intelligence is limited. Although the aircraft carries counter-
measures to decoy incoming missiles, the increased sophistication of the threat implies
that the efficay of these countermeasures will be greatly reduced, leading to a Tower
mission success rate and a higher mission cost.

The test-bed for the TDA is simulated using object-oriented programming technigues.
This enables a SAM site to be modelled as an entity which performs its own tasks,
seeking and acquiring the aircraft as a target. Other objects such as surveillance
radars, troops and vehicles are also simulated. Some of the SAM sites communicate
with each other and with surveillance radar enabling, a means of representing a co-
ordinated air defence system. A1l SAM sites have a limited number of missiles and
take time to re-load. The detail in the simulation means that the air defence response
to the aircraft is made unpred1ctable by the number of decisions being made. This
complexity helps test the various responses of the TDA in a relatively unbiased manner,
which may not be achieved by a coarser simulation of the world.

The simulation also models the sensors and countermeasures of the aircraft, and their
interaction with the radars of the threat world, together with the aircraft's weapons.

TACTICAL DECISION AID

The TDA has the task of planning the hostile ingress phase of the mission subject
to the constraints imposed by the aircraft embodied in limitsations upon the use of
fuel, countermeasures and weapons. In performing this task the TDA has, initially,
an intelligence database comprised of the location and type of known threats. Although
this is assumed to be in error it is used as a basis for the initial plan in the
absence of better information. Having made a plan, including a flight path, the
aircraft flies the given course. As it does so the sensor, the are usually in stealth
mode until the final target attack, pick-up emissions from the various ground-based
radars searching for incoming aircraft. The TDA pools and interprets this data in
an attempt to update the perceived situation. Based upon the changes in the perceived
situation, the TDA re-plans or repairs the current plan to ensure that the aircraft
will achieve the mission goals, while keeping within the constraints imposed.

Thus, 1in essence, the tasks of the TDA can be defined as asynchronous sensor fusion
and planning. The underlying philosophy of the system is that it should be capable
of being interrogated about its decision making processes and that the answers given
should be understandable in the operator's terms. It is not intended that this inter-
action should take place during the course of a mission, but rather during training
and simulation sessions, in order to develop confidence in the system. This has
an important impact upon the approach taken to developing the system. In particular
this philosophy is common and desirable in the field of Al and this led to the adoption
of these techniques above any more numerical approaches.

Sensor Fusion

The data to be fused in this case is derived from the data sources on the aircraft.

22

- ———— ——




——

A

These are the sensors: the radar warning receiver (RWR), the radar (active and passive
modes), the forward looking infra-red receiver (FLIR)} and the missile approach warning
receiver (MAWR). These are backed up by information sources such as the initial
intelligence data and any incoming communications. Although the data is accumulated
over time, the TDA amust always be prepared to meke an identification even whem the
quantity of evidence is minimal. The manner in which the identifications are updated
and the accuracy required, place restrictions upon the nature of the inferencing
process.

An important aspect of data fusion is determing which pieces of data to fuse and
which to keep separate because they refer to something different. This task becomes
more complex when the purpose of fusing the data is to determine what is being observed.
The method used to handle this difficulty is to assume that all reports from the
same location refer to the same source. This assumption is later tested by the infer-
encing method used to identify the source.

A1l of the sensors can produce spurious reports or noise and all of the sensors produce
varying degress of error in positioning the source of the report. Consequently,
the first task of the sensor fusion process, when a sensor report is received, is
to discard it if it does not correspond sufficiently closely with any known types
of source. C(Clearly, some noise will remain in the system and the inferencing mechanism
used to assign an identification to the source will need to be able to handle this.
The next task is to determine with which previously identified source the current
report is co-located within the error bounds of the sensor. If it cannot be co-located
with what is already detected then a new source is deemed to have been found.

Having determined that the current sensor report arises from the same location as
a previously detected source, does not necessairly mean that it has come from the
same source, i.e., more than one emitting entity may be located in an area bounded
by the sensor errors. The inferencing technique used must be able to handle this
conflicting evidence. With each source, a set of hypotheses as to its identity,
is stored. More than one set may be stored if it is recognized that more than one
entity is located at that position. The inferencing technique updates the likelihood
value of each item in these sets of hypotheses and, whichever has the highest such
value, is deemed to be the best identification at any time. In this manner, the
sensor fusion process always has an identification at any time. In this manner,
the sensor fusion process always has an identification of a source, however small
the amount of data received. Clearly, if a more accurate sensor picks up the source,
the position of it can be given with greater accuracy.

A number of inferencing techniques have been investigated and the one which has been
able to satisfy the above requirements has been the Dempster-Shafer evidential reasoning
system (1). When the first sensor report is received from a location, a list of
possible sources is created, each with a likelihood generated from an evidential
interval. Subsequent sensor reports are used to update this set of hypotheses.
The Dempster-Shafer approach can determine a measure of conflict in the evidence
being received, enabling multi-source identification to take place. On the other
hand, the processing time and storage needs can create difficulties, which have been
overcome by the use of a controlling rule-base.

Planning

The planning system has been designed with a number of requirements in mind. Principal
among these, are the potential need for understanding, the decision making processes
and the need for aplan to be available at all times, even when processing is curtailed,
due to lack of available time. The former of these, has influenced the knowledge
representation within the system and both have influenced the plan production process.
A further influence has been the decision not to attempt to create an optimum plan
(in the sense of using minimum resources and minimum threat exposure), but to produce
an acceptable plan which, while minimising the threat exposure, remains within an
allowed use of resources. It is envisaged that from such a plan the optimum solution

23




T

can be developed by using numerical techniques in a manner focussed by the planning
system.

The knowledge within the planning system is divided into three types, depending upon
the time-scale of change in that «nowledge. The first type is static

the duration of a mission. This includes such things as the terrain and the capabilities
of designated missile types. The second type is that concerning the perceived world
view derived from the data fusion process. These are the objects in the world.
The third type is aircraft and mission specific, and includes the plan structure
based upon the position and current expendables status of the aircraft.

The external world 1is represented as a set of objects, each with a position type,
and status, in relation to the aircraft and the mission. This enables the plan to
be represented as a time-ordered set of scripts which are also a series of instructions
such as "fly left of object-1", “suppress object-2", "attack target-object while
suppressing object-3", etc. Representing the world in this manner has meant that
the plan can be described in an understandable form and, since the -plan scripts contain
all the information used to derive the dinstruction, the plan can be interrogated
as to the reasons for arriving at a particular decision.

The planner has the task of setting the values of these instructions to achieve an
acceptable plan using the knowledge at its disposal including the knowledge of other
parts of the plan. This it does by firing a set of production rules on the plan,
as if it were a knowledge base. When no more rules can be fired, the plan is as
good as it can be made. Using this rule-set, the problems of plan monitor and repair
are considerably reduced. The rule-set is ordered in such a manner that it will
attempt to improve whatever plan it is given. Thus, if circumstances change, the
rule-set will try to improve the plan within these new circumstances without the
need to check whether this change affects the plan.

The other advantages gained from the use of a rule-set in this manner, are that whenever
the computation is curtailed, there will always be a "best-so-far" plan available.

Conclusions

The tasks which systems such as the TDA are expected to perform are currently performed
by the operator and the intention of these systems is to relieve the operator workload
by having the system take over the performance of these tasks. However, given the
nature of the environment in which these tasks are undertaken and the consequences
of an error, considerable effort needs to be expended on inducing confidence in the
system. This implies that the output of such systems is open to scrutiny by the
operators and that the systems are able to answer questions in a manner which is
comfortable to the operator. In the field of artificial intelligence such constraints
are common and deemed desirable in any system. It therefore seems reasonable to
apply the techniques and discipline of this field to the problems associated with
developing these systems.

The development of the TDA has followed this policy and the results have been
encouraging. The data from the sensors is fused to form a threat scene which is
then used by the planning functions. The system produces acceptable mission plans
which take account of the use of expendable resources while minimising the threat
to the aircraft. Throughout these processes the system is open to interrogation
and the decision paths can be explained in a manner understandable to the operator.

References

(1) J A Barnett, “"Computational Methods for a Mathematic Theory of Evidence®, IJCAI-81,
1981

24

e




#.J.o adth . ccmuBRiEtagr.

D pm——

o —

e i

Acknowledgements
This work has been partly funded by the Alvey Directorate of the UK in Project No

IKBS032 and has been performed in collaboration with Schlumberger Technologies Ltd.,
and Rediffusion Simulations Ltd. Also thanks to E. Ooe of the flight Automation
Research Labs of GEC Avionics for her contribution.

25




Y Sy P

Y

Adaptive User Interfaces in Man Machine Systems

K. Friedrich. Kraiss*

1. Introduction

Increasing automation in vehicle and process control has the consequence that operators are more
and more restricted to supervisory tasks. This is a possibly dangerous development because the
operators are taken out of the loop. Consequently they may loose the skill to judge complex
situations and to react in a competent way. In order to counteract this effect two approaches can
be considered. Firstly the operator can be supported in performing cognitive tasks by providing
artificial inteiligence functions to him which facilitate decision making and problem solving.
Secondly the operator's task may be simplified by adaptively matching user interface functions
as well as system functions to environmental conditions, situations, tasks or user characteristics.
This paper addresses the latter approach by reviewing machine learning algorithms and their
applicability to adaptive user interfaces

2, Adaptive man machine systems

The architecture of a typical conveational supervisory control system is depicted in figure 1. As
can be seen, there are two computers between the operator and a specific task. One of these
interacts mainly with the task, while the other interacts with the human. This concept enables
considerable flexibility in task allocation between the human and the system as well as with
respect to the interface layout. However current supervisory control systems are not prepared to
continuously adapt to user requirements and performance, They are rigid and static, i.e., they do
not adapt dynamically to variations in skill, motivation, decision strategy, risk taking behaviour
or cognitive state of the user. Individual preferences of display formats and contents are not
supported. A different system architecture that traces operator actions and evaluates them on-line
will therefore be required in order to achieve adaptivity in man machine systems.

As already mentioned above, adaptivity may be desireable with respect to environmental
conditions, situations, tasks and user characteristics. While the first three items of this list can
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be technically identified - given the necessary sensors are available - the identification to user
characteristics poses a major problem. A prerequisite for the dynamic adaptation of user
interfaces to individual needs is that behavioural characteristics be known to the computer. A
coopera‘ive system architecture designed to provide this functionality is presented in figure 2. As
may be seen by comparison with figure 1 the human interactive computer has now been specified
in more deail and a set of three data bases have been added to the system.

The world state data base contains environmental condidons and operational phases. Knowledge
about the system is collected in a separate data base which contains system specific sripts and
procedures. In additon there is a data base for possible operator goals, plans and scripts. These
data bases are essential for the functioning of the human interactive computer which contains
five components: Operator model, interface management, operator error handling, adaptive
operator aiding and system error handling.

Input for the operator model is the actual human performance in a task as identified by recording
the information provided to an operator together with the actions he is deriving from them. Such
records allow interpretation and prediction of operator actions and discrimination of expected
{explained) from unexplained actions (errors or innovations). Resource utilization is derived
from current and projected on-line workload analysis which is needed to estimate of operator
performance in current and potential future tasks. Errors of omission or commission are
identified by comparison with active (legal) scripts and goals. Subsequently a suitable

_ remediation level for an error (monitoring and exploration, error feedback (alert, wamning), active

prevention or automatic initiation of compeusatory actions ) is selected by the operator error
handling module. System error handling is supported by the provision of interactive diagnostic
expert systems. Adaprive operator aiding and interface managemens (see fig.2) are the modules
which are most interesting in the context of this papes:

Adaptive operator aiding includes:
- Variable task assignment to man and computer,
- Task transformations (predictions, display modality etc.),
- Adaptation of dialog styles to the skills and preferences of individual operators,
- Consistency check of operator actions and decisions,
- Advice giving and decision support functions.

Interface management includes:
- Information filtering,
- Selection of sensory modality ,
- Display formatting,
- Adaptive control of display and message (alarm) sequencing.
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The main difficulty during the implementation of the adaptive functions mentioned above is the
establishment of a suitable user model within a computer. One approach to solve this problem is
the application of trainable observers. As depicted in figure 3 operator behaviour can be observed
on-line and - after enough training - be duplicated by such a device. Subsequently the trained
observer may then be used as operator model (Freedy et al. 1985 ).

Syatem /Vehicle /Process ].‘..___
Controis I—-—

Dispiays Operator

4

Trainable
Observer

Fig. 3: Concept for an adaptive user interface based on a trainable observer

3. Connectionist learning mechanisms

Various technical solutions exist for the implementation of trainable observers. We restrict the
discussion here to a short introduction to adaptive filters and neural networks because these are
used in the case studies described later. As the main subject of this paper is not the theory of
connectionist learning mechanisms, the reader is refered 1o the given references for more details.

feedback connections

Fig 4 Basic multilayered recurrent neural net configuration.

Figure 4 shows a neural network in very general form. In a static net (no state units) the flow of
information is from plan units over hidden units to the output units. By special maining
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procedures (e.g. backward error propagation) the weights of the links between "neurons” are
adjusted such that the net responds to each plan vector with the desired output vector
(Rumethardt et al. 1986). Within certain limits neural nets are able two generalize, i.c., toreactina
meaningful manner to plan vectors, which have not been trained before. Recurrent nets, i.c.
those which include state units and feedback connections, can even be trained to produce
sequences of actions at the output (Jordan 1986).

Adaptive filters (Widrow & Stearns 1985), also called linear machines (Nilsson 196S), are
closely related to the neural nets mentioned above. The main difference is that in these devices
there are no hidden layers. The classifier depicted in Figure § consists , e.g., of three Adalines
with a weighting factor w;; for each pattern vector component x;, a summing device for each
pattern class plus a maximum selector. Training is performed by one adjusunent to the classifier
weight vectars for each stimulus/reaction pair presented.

Fig 5: A linear machine for classifiying X patterns with d components each to R
categories (Nilsson 1965, modified ).

Following this short description of two connectionist leaming mechanisms possible applications
of these concepts to implement adaptive user interfaces are reviewed and discussed. This
concerns interactive visual pattern classification (Kraiss 1982), intelligent display control
{McCandless 1986 ) and the adaptive training of a controiler (Guez & Selinsii 1988).
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4. Examples for adaptivity in man machine systems

Interactive visual pattern classification. (Kraiss 1982)

Classification of visual patterns is a task that only in a few cases can be fully automated. This is
mainly due to the fact that many of the criteria applied by an observer can not be quantified and
stated explicitly. What one sees depends, e.g., on what one looks for or expects to see, the
context and, last not least, the costs of not seeing it. Expert knowledge and long term
professional experience will have a major influence on, e.g., the classification of targets from
electro-optical sensor systems or on the extraction of features from x-ray pictures. This case
study addresses the question whether computer aiding can be helpful in improving classification
consistency of human observers. The term "consistent” implies that a particular pattern, if
preseated several times, is always assigned to the same category. A system concept for this study
incorporates an adaptive observer that continuously traces the visual parterns presented to the
operator as well as his choice and learns implicitly the decision strategy of the human (compare
fig. 3). The need to quantify and state explicidy the complex criteria applied by the expert user is
thus avoided.

The adaptive observer will, after sufficient training, suggest a choice that is in line with observer
preferences. Sometimes, the human will be confronted with a contradicting proposal indicating
that his decisions have not been consistent. Even in that case, however, he is entirely free w0
make up his mind which will eventually result in a retraining of the adaptive device. The trainable
observer may thus be seen as a intelligent monitor watching the consistency of observer
decisions and forcing the human to reconsider classifications which do not fit in with previous
actions.

For the evaluation of the described system concept a set of 50 visual patterns was generated at
random. Each pattern is composed of 20 columns with varying heights. A particular pattern i
may be described by a pattern vectoe X;=[x;;,Xi3.....xj29] Where each vector component may
assume random values with -1 < xy <+1 (see figure 6, lower part). For reference, patterns

Fig.6 Experimental setup. Test pattems appearing in the middle of the screen
must be assigned to one of 6 candidate classes on top.
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which are known to belong to categories 1 - 6 are displayed on top of the screen. The
classification task to be performed is the assignment of a pattern to one of the available candidate
classes. The adaptive observer was for this work selected to be a linear machine as depicted in
figure §.

Two groups of 6 subjects were used in an experiment. Each subject had to assign six series of 50
visual patterns to 6 candidate classes. Thus 300 individual decisions were coliected from each
subject. During the experiments subjects were instructed to make their choice solely according to
the criterium "similarity" and concentrate on the "Gestalt". No cost, risk or time pressure for
decision making was imposed. Reference to a physical background for the patterns was strictly
avoided, therefore no special background knowledge was requested and no experts were needed
1o participate in the test runs.

Without aiding the subject had to press one out of six buttons to indicate the selected class. In
case of aiding the information presented on the screen took, e.g., the following form:

PROPOSED CLASS NO.: 1(45 %), V (27 %)
RELIABILITY: 60 %
PLEASE TYPE IN THE SELECTED CLASS NO.:

The pricrities of computer proposals and the appertaining probabilities have been calculated using
the acmal values for the 6 discriminant functions g; (X) of the adaptive observer (compare fig.
5). Only the two most probable candidate classes are displayed to the observer in order to avoid
confusion. The line "Reliability" indicates how often aiding was successfully accepted. The
indicated number is a sliding average over the last 10 patterns. In case of inconsistent operator
decisions the computer finds out which classifications are in conflict. In such cases the operator
is made aware of his own conflicting decisions by, e.g., the following text:

PLEASE CONFIRM YOUR CHOICE (CLASS NO.30R 6 ?):

The answer to this question is taken as the operators final shoice. Conflicting answers made
earlier are eliminated and substituted correctly so that at any instance a consistent pattern set is
available for training.

Data from both experimental groups show that only for very few patterns subjects made identical
choices. Most pattems have been assigned to several classes (up to four). Since subjects had to
classify 6 identical pattern sequences, individual consistency can be determined by comparing
class assignments for corresponding patterns in subsequent sequences. These calculations have
been performed for the aided as well as for the unaided group. The values given in figure 7 for a
particular partern sequence indicate, how often a classification was selected that was not in
agreement with the one made in the preceding sequence.
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Fig. 7: Individual classification inconsistency with and without aiding
(data from two groups of 6 Ss each).

Without aiding the individual inconsistency starts in the range of about 30 percent. During
subsequent training sequences some improvement can be observed with a tendency to level off
above 20 percent. The situation is markedly better when aiding is introduced. In this case
performance starts at a lower level of about 16 percent inconsistency. There seems to be a steady
stabilization effect during subsequent runs resulting in a classification inconsistency as low as 3
% for the Gth pattern sequence. Standard deviations, which are also given in this figure, indicate,
that this very low inconsistency level is stable among subjects.

Intelligent display congrol (McCandless 1986)

Along with the continuously increasing complexity of man machine systems it has long been
recognized, that operators can not be presented with all available information without suitable
filtering and integradon. Considerable effort has been made in order to reduce the amount of
information at the user interface by situation and task dependent filtering. In modem airliners,
¢.g., adaptation to particular phases of operasion is provided: only such information is presented
or activated in the cockpit which is necessary and useful during taxiing, take-off, cruising or
landing respectively. Another approach has been to facilitate information processing and flow by
the suitable integration and display of distributed pieces of information. So far little effort has
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been made, to dynamically adapt the interface to individual preferences and variations of
operators skills.

The connectionist model proposed by McCandless is designed to adaptively control the display
of icons, diagrams or windows. An adaptive observer monitors the system's state and provides
an intelligent organization of displayed information (fig.8). Inputs to the network are data
collected on system variables, which, after suitable statistical wreatment are fed to sensor units.
Sensor units discriminate three srates for each variable (increasing, decreasing, domant ). The
icon control units gather input from every sensor and from every other icon control unit. The
within level links provide competition for presentation among icons. The network units on the
icon control level pass their activation on to a set of diagram control units. This allows the
controller 1o identify and present currently important icons and diagrams to the user.

Figure 8. Basic control layout for intelligent display control (McCandless 1985).

Again, instead of extracting knowledge from an expert, the network automatcally and
continuously records the behaviour of an expert using the system in a particular situation. The
resulting activations of the network output units represent the importance of a pieces of
information needed for diagnosis. In general several units are competing with each other for the
use of limited screen control space.

In the course of operation the connectionist display controller learns about normal sequences of
system states which occur and about user/expert criteria for information coding and organisation
on the display. Currendy a version of this controller has been implemented as a control
mechanism for organising the icons and diagrams displayed in STEAMER, a system used to
train the operation of a steam propulsion plant ( Hollan et al. 1984 ). Operational experience has
not been reported yet.

The network described above is limited to interpreting the current importance of icons and
diagrams. It is however also possible to predict regularly occuring sequences of system states
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using an additional connectionist network. The predictor information may then be used to
provide the operator with advance information on future diagnostic tasks.

Adaptive training of a conmroller (Guez & Selinsky 1988)

Trainable adaptive controllers are a subset of process controllers where the design is done by
on-line teaching instead of off-line control theoretical computations. While in both application
examples presented above the adaptive observer was trained to learn discrete events, we now
address the continuous case. The basic idea however remains the same (fig.9): The adaptive
controller learns a suitable control strategy by observing a human teacher. After being sufficiently
well trained, the neural netwok can take over and duplicate the behaviour of the human. The
trainer may then be removed or he may remain standby as a monitor. Retraining and manual
takeover is possible at any time the operator wishes.

—

State Vanable Sensors

Figure 9: Trainable adaptive controller architecture

Currently this approach has been successfully tested for a cart-pole system (the network chosen
for the simulation has 2 hidden layers, 4 input neurons and 1 output ).The results show that the
system was able to learn and generate stable control from the examples generated by a human
teacher. This demonstrates that the control law could be identified without being explicitly stated.

5. Conclusions

This paper addressed different aspects of adaptivity in man machine systems. An architecture for
cooperate man machine systems for this purpose was outlined. Adaptive filters and neural
networks were mentioned as mechanisms to implement computer leaming. Three case studies
were presented, which demonstrated interactive visual pattern classification, intelligent display
control and adaptive controller training.
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From this it appears that the neural net approach could be an clegant solution to knowledge
acquisition tasks which currently still is a very serious and basically unsolved problem of rule
based expert systems. Here it is sufficient (o observe an experts behaviour instead of asking him
questions. Consequently there is no need to explicitly formulate a set of rules. There is no need
to explicitly update and modify of rules if tasks or situations have changed. After successful
training of a net the leamed knowledge resides in the linking weights of the neurons. From these
it is easy to see, which inputs were considered essential by an operator and which were
neglected.

From the reported studies it appears that adaptivity at the user interface can result in improved
individual decision consistency in pattern recogition tasks, can support diagnostic tasks by
providing suitable information display and can duplicate human manual control behaviour.
Further studies are needed to work out this approach in more detail and to test it in an operational
context.
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MULTI-MAN CREWSTATION DESIGN IN AN IKBS TECHNOLOGY
DEMONSTRATOR FOR THE ROYAL NAVY.

George Brander

Ministry of Defence, Procurement Executive
Admirally Ressarch Establishment
Portsdown, Portsmouth POS 4AA

Summary

A Technology Demonstrator Programme, in progress at the Admiralty Research
Establishment (Portsdown), aims to explok and expiore the benefits of intelligent knowledge-
based systems technology (IKBS) in the area of real-time Naval command and control. This paper
outiihes the features of the demonstrator and discusses the objectives of the programme,
together with some of the key issues arising.

introduction.

Over the past few years research effort at the Admiralty Research Establishment has been
examining the use of knowledge-based programming techniques in the domain of Naval command
and control. The research has produced a laboratory prototype which has successfully proven the
vaiidity of the technical concepts. The work now continues under a Technology Demonstrator
Programme, the purpose of which is to produce a sea-going demonstrator which can be trialled
and evaluated in an operational setting during the early 1980's.

Data Fusion.

The main thrust of the research to date has concentrated on the area of data fusion, that is
the compilation of a tactical picture which will present the command team with a concise, accurate
and comprehensible representation of the tactical siuation facing them.,

Today’s warships receive an ever increasing volume of information from a variety of sensors,
both organic and noh-organic, which must be assimilated, interpreted and assessed. In order to
achieve an understanding of the external world, it is necessary to detact, iocate, track and, if
possible, classify all the objects which might conceivably contribute to the tactical situation. This
impiles virtually every object within the sensor range or within the volume of interest of a single
warship or of a group of co-operating maritime units, which may be dispersed over a wide area of
ocean. information sources include plans and objectives, radio datalinks, acoustic and optical
devices, human observers providing intelligence data, as well as the more dynamic real-time
sensor information. The task of combining such disparate data types has proved to be beyond the
capabilities of conventional computing methods, yet it has remained the province of the aiready
overioaded human operator, even though it has to be undertaken within the very short timescales
dictated by the speed of modern warfare.

The technological solution selected for the data fusion demonstrator utilises a rule-based
approach to generate a hierarchy of hypotheses. This has been implemented using a blackboard
type of expert system architecture. Further rules are applied to select the "current best view”, that
is the most likely hypothesis, which is presented to the operator. Cormrelations not selected are
retained, however, in case any choicas shouid prove incomrect following the arrival of more data.
This method represents muitiple hypotheses at a low level but generates only one conclusion in
order to avoid confusing the operator with a combinatorial explosion of potential solutions. Shouid
this conclusion prove incorrect, i is possible to refer back to the lower levels to generate a new,
consistent solution. For tfurther details, see References 1 and 2.
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Situstion Assessment.

Although data fusion generates a representation of the tactical world, this representation is
essentially low level and further inferences are required to provide the information on which
decisions must be made. This extension is referred to as situation assessment, where the
emphasis is on providing an assessment of the impiications of the perceived world. Thus elements
of the tactical pictiire may be combined, for example, formations of hostile aircraft, in order to infer
the type and strength of a potential threat. At a higher level still, elements of an opponent’s tactical
plan may be identified which may be used to infer the missions of unknown units whose presence
in the tactical picture was previously unexplained.

Resource Allocation.

The next stage in the command and control process is the response to the percaeived tactical
situation. This is the reactive part of the system and Is referrad to as resource afiocation. This term is
rather imprecise, however, as the reaction may include the detachment of subordinate assets,
such as combat air patrol fighters to counter a long range air attack, as well as the immediate
response to the detection of a submarine launched torpedo at short range. Work is progressing on
this type of decision support facility in order demonstrate the capability of an intelfigent knowledge-
based systems approach to the whola range of command and control activities.

Human-Computer Interface.

In order 10 make the facilities described above available to the user, special purpose graphics
software has been developed to drive a high-resolution colour graphics terminal using the GKS
protocois. Muttiple logical windows can be created which allow the user to examine the different
levels of the system, including the blackboard data structure. There are two main types of window:
plan-view windows, which show a graphical view cf the tactical picture and text-windows, which
allow atphanumeric data on elements of, or cbjects within, the tactical picture to be examined.
Figure 1 shows an example of the human computer interface envisaged at this stage of system
davelopment. Manipulation of the display facilities is accomplished by means of a hierarchical menu

system.

in addition a range of explanation facifities has been developed (Reference 3). First there is
a textual window which displays the hypothesis conceming a selected object in the tactical picture,
as well as listing those hypothesas which support it at lower leveis and that which is supported by it
at a higher level. Next there is a textual justification which declares the specitic conditions which
have been applied and the particular parameters which support the conclusion being queried.
Finally there is a graphical representation of the hypothesis network connected to a selected
hypothesis, which quickly shows the user the evidence supporting an object in the fused picture.

Objectives and Probiems.

What then are the main objectives of this Technology Demonstrator Programme and what
are the issues and problems arising from them?

1. Does the technology work?

At the level of data fusion this s relatively straightforward. Does the tactical picture produced
by the data fusion system match or improve upon the tactical picture complied by more
conventional manual command teams in terms of speed and accuracy? Exercise analysis
techniques aiready exist to evaluate the performance of command teams by comparing their
perceived worid, as conlained within the ship's command system computer, with the evidence ot
what actually happened in the real world, as re-constructed from exercise plans and detailed

recordings.
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Evaluation of situation assessment and resource allocation functions bacomes more
subjective as these involve judgement and decision making on behalf of, or in conjunction with,
the expert user. indeed, because the system is dealing with heuristic knowledge, there is the
implication that there may be no formal proot that a given result or solution is correct. Naval
Exercises will provide the operational setting within which the demonstrator will be trialled and
current practice in these exercises invoives expert observers evaluating the performance of
human operators in realistic combat conditions, at sea. It is envisaged that a similar mechanism
should allow assessment of the demonstrator system responses.

2. What can we learn about how best to procure and exploit Intelligent
knowledge-based systems?

Methods of specification, validation and acceptance for real-time knowledge-based systems
are virtually non-gxistent. The demonstrator wiil provide a suitable environment to undertake initial
axperimentation info these topics. Many issues will be raised in the fieids of software engineering,
knowtedge engineering and knowledge-based systems technology. Our experiences in the
design, implementation and evaluation of the demonstrator will establish a solid framework on
which recommendations and procedures for the successful procurement of command systems for
the next generation of Royal Navy ships can be based.

There are many problems in the area of requirements specification for compiex systems, but
especially so for inteilligent knowledge-based systems. The sub-systams of the laboratory
prototype are based upon a technological model of command and control. The Naval authority
responsible for generating requirements for operational command and control systems, however,
utilise a user-oriented model. The several thousand functions produced by this latter method,
although they assume no allocation of function decisions or implementation solutions, do not
approach the level of detailed knowledge required by the designers of intelligent functions.
Current methods of requirements capture seem to identify expilicit steps and procedures but do
not readily represent the implicit knowledge and rules contained therein. it is precisely this implicit
knowledge that must be made explicit in the implementation of knowledge-based systems.

In addition, it may be argued a knowledge-based system cannot fully be specified except by
defining the entire rule-base. The implication is that a highly detailed specification of the rule-base
must be produced bafore the operational system can be procured.

Further problems are envisaged in the management of the rules and knowiedge contained
within intelligent knowledge-based systems. Should the operational user be allowed to tamper
with the knowledge-base or rule-base during the course of a mission i he leams new facts or
develops new inference rules? This may be technically possible with these new systems, but it
would mean that each system could be individually evolved. Who would then have the authority to
deciare the system acceptable? There would seem to be a requirement for a Naval Organisation to
develop, maintain and evaiuate developing knowledge and rules and to issue periodic updates to
these, in much the same way as Tactical Publications are developed and issued today.

Finally, the operational acceptance ot intelligent systems is a difficult issue. A knowledge-
based system couid be seen as being similar to human operator just out of basic training; needing
experience and on-the-job training to develop his skills. Would this imply a phased acceptance
procedure for these new systems, with assessment tests being applied over an increasingly
difficult range of test scenarios, until the system is judged satisfactory? The implications of sending
a "raw-recruit”, immature system to sea have not been addressed, even though experience with
current, conventional command systems suggests that certain types of deficiencies quickly
alienate the user to the extent that several years may pass before faith in the system is established.
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3. How can the User Interface with such intelligent systems be
designed?

Little is known about the design of interfaces between experts and intelligent systems
operating on real-time information. 1ssues of confidence and trust become important because,
even though the system will allow the user to track ils reasoning processes and can provide
justification of ts conclusions, the timescales within which responses are required may proscribe
the full use of this explanation feature during the stress of combat.This implies that the user will
need to develop his confidence in the reasoning component of the machine under simulated or
exercise conditions, before he will be able to accept its recommeandations in more a realistic
setting. This process may be similar to the way in which military officers aiready develop trust and
contidence in their human colleagues based upon assessments of their refiability, judgement and
conviction during previously shared experiences.

In addition the user is likely to maintain his own internal mode! of the scenario and may have
information, not available to the system, which is vital to the assessment of the tactical picture. We
need to explore mechanisms by which the user can interact with the machine’s reasoning process
and override or enhance the evidence with his own endorsements or explanations. This is likefy to
be extremely difticult if, as suggested above, the speed of modem wartare does not permit the
user enough time to engage in a dialogue with the machine as to why he knows that object X is not
hostile when the machine thinks it is.

Problems in Crewstation Design.

in addition fo the issues discussed above there is considerable interest in the implications for
reduced manning resulting from this new technology. Manpower represents a large proportion of
the cost of a fighting ship, despite the ever increasing cost of ship systems. As systems become
more complex, training becomes both more critical and costly. Current Naval operations rcoms
employ between 20 and 40 personnel, depending upon the size and role of the ship. These
operators range from Able Seamen (Junior Rates) up to Senior Officers. Although they are divided
into small teams with specific responsiilities, such as sensor monitoring or weapon control, many
of these operators are engaged in activities which correspond to the proposed technical functions
of data fusion, situation assessment and rasource aliocation. Howevaer, these activities do not
occur in a neat sequential way, they occur continually and cyclically, in several locations and
dispersed amongst various operators. The introduction of new technology will effectively automate
some of the lower level functions performed by the more junior operators but, although this may
reduce the manpower required, it will also have considerable impact upon task design, team
organisation, training and career development. in addition, many of these operators have other
less operational jobs on-board such as ship husbandry, manning boat parties and damage control.

The problem of allocation of function between man and machine has been racognized but
has resisted rigorous solution for some thirty years. Job design and team organisation have
similarty made little progress. This is probably because these issues are not simply stages in the
design process but rather the design itself. The manipulation of trade-offs between conflicting
requirements must be seen in the context of the through-iife costs of the system and must
address the issues of additional training needs, recruitment and retention, job satisfaction and all
the other socio-technical concepts which lack rigorous methods and procadures.

Current command teams on-board ships often adopt flexible working procedures. When one
operator appears to be overioaded another may close up and reduce his load by taking over certain
functions. Teams are adjusted according 1o the duration and pace of particular tactical scenarios.
We do not, | believe have a sufficient understanding ot how this dynamic task allocation process
occurs and shouid devote more effort to developing techniques both to model R and to evaluate
the aitemative solutions.
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Conclusion.

The advent of knowledge based systems technology will offer considerable advantages in
the field of Naval command and control, although it raises, as was ever the case, significant
problems in its introduction. The technology demonstrator system under development at ARE
offers the opportunity to explore some of the fundamental issues raised by the technology. It is
hoped that the inherent flexibility of the technology, in the sense that it may enabie a “rapid
prototyping approach”, will allow new ideas to be introduced in an evolutionary way as experience
and feedback are gained from the use of the system in an operational environment.
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EXPERIENCES GLEANED bFRﬂl MISSION PLANNING

N R Milner agd 0 C Price
Flight Automation Research Laboratory
GEC Avionics Ltd
Airport Works, Rochester
Kent. ME1 2xXX
England

SUMMARY

The paper describes a ground based mission planning demonstrator system developed by
means of an IKBS workstation and discusses the evolution of the concept into an in-
flight planner. The concept of an Intelligent Displays Manager is then introduced
and the architecture of a model under development is described.

The relationships between Planner, Displays Manager and the man-machine interface
cast useful light on the problems and approaches inherent in realising an integrated
electronic crew member.

1 INTRODUCTION

Automated Mission Planning offers the potential for a greatly reduced pilot workload
and increases in the effectiveness of an aircraft. Intuitively, people will probably
agree with this; however, detailed knowledge of the structure of Mission Plans
allows support in another area. An Expert System with information on Mission Plans
is a cornerstone of the future interaction between crew members and the electronic
cockpit.

The Flight Automation Research Laboratory, FARL, of GEC Avionics have looked at
Expert Systems both in Automated Mission Planning and in crew-to-cockpit
interfacing. The Expert Systems are both workstation based prototypes or
demonstrators, but they show the feasibility. of both concepts. This paper will
briefly describe our work in this area, then it looks at the next step forward; in-
cockpit Expert Systems.

2 MISSION PLANNING

The Mission Planning work concentrates on one area; that of Long Range Ground
Interdiction. This area can be considered in many different ways depending upon
ones viewpoint. That is, Mission Planning requires expertise from many different
areas. A list of possible experts for Long Range Ground Interdiction follows:

0 Threat avoidance 0 Tactics for several aircraft
0 Stealth 0 Tatics for weapons delivery
0 Waypoint selection 0 Navigation

2.1 Route Planning

Flight Planning, in the context of this work, is related to a pilot selecting a
route to a target on a Long Range Ground Interdiction mission. It is essentially a
Route Planning task, and it is a current NATO constraint that only 20 minutes are
allocated for this planning task.

The pilot selects a route from his home airfield; across friendly territory, over
the Forward Edge of Battle Area, FEBA; through hostile areas to the target. The
route then returns him over hostije territory; through friendly areas to a suitable
airfield. Each area of this route requires a pilot to plan in a different way, that
is, to use different expertise. The expertise can be divided into three areas: pre
FEBA; between the IP and target and the remaining route over hostile territory.

Note The opinions in this paper are those of the authars and do not necessariiy represent those of

GEC Avionics Ltd.
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The route from the airfield to the target starts behind friendly territory and the
g;I:t selects a safe air corridor and flies from the airfield until he crosses the
BA.

when over the FEBA the aircraft flies a route between preselected landmarks called
waypoints. The waypoints are selected to provide a route that skirts around
threatened areas and minimises the chances of detection. The plan should also
provide a pilot with a route within his fuel and time 1imits!

Pilots use a point some 45 - 60 seconds before the target called a Target Initial
point or IP. This is used to provide an accurate run-in to the target in terms of
track and time. To achieve this pilots often overfly the IP. The route from the [P
to the target is straight and is often planned separately from the rest of the
route, This planning uses a larger scale map and much more detailed information
about landmarks in the vicinity of the target.

2.2 GEC Avionics' Route Planning Demonstrator

The Route Planning Aid Demonstrator, RPA, has concentrated on expertise in one of
the three areas of the route; the route over hostile territory. The RPA plans
routes from the FEBA to the IP, the return journey requires identical expertise.

The RPA selects visible waypoints that minimise the exposure to known threats in the
area. It uses the same skills as a navigator, or pilot would in selecting the
route,

The Route Planning Problem was split into two different expert systems. A Feature
Extraction Expert and a Route Planning Expert.

Although experts for planning have been investigated in many
different areas, planning is a word with very diverse meanings and it was not
possible to apply any existing planning techniques to this application.

As a demonstrator the Route Planning Expert shows the powerful capabilities of
relatively simple rule bases. The experts are composed of four sets of rules:
Ha¥pcint Selection Rules, Search Control Rules, Selection Rules and Evaluation
Rules.

The RPA expert system is best described by a diagrammatic representation.

Search Rules. The search strategy uses diamond shaped search areas based on two
points. Initially the FEBA exit point and the IP (see fig 1).

The search strategy is recursive. The breakdown of the problem after the first
recursion can be seen by the three search diamonds in fig 1. The large diamond
shows the first search area and the two smaller diamonds the two next areas to be
searched.

Threat avoidance can be accomplished at the search level by modifying the search
diamond to avoid threats, see fig 2. At this stage the features are selected by the
Selection Rules.

Selection Rules. The Selection Rules are applied to the features returned by the
Search Rules. This ruleset is also responsible for threat avoidance and rejects any
features lying in a threatened area; features A and B in fig 1. [t then applies
further rules to select the best of the remaining features.

Evaluation Rules. The final set of rules within the RPA are the Evaluation Rules,
These are the primitives of the RPA expert system and are used to “classify" the
features. These classifications are then used by the Selection Rules to select the
best feature and to determine whether a feature lies in a chreatened area.

Waypoint Selection Rules. The Feature Extraction Expert is an off-line program that
extracts Flight Planning features from a digital map database. The Feature
Extraction expert is resonsible for applying the Waypoint Selection Rules. This
information is then used as an Information Base by the Route Planning Expert. This
provides a very valuable way of pre-compiling information required by the RPA.
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After using the capabilitites of a Texas Instruments workstation to construct the
solution and develop a thorough understanding of the problem domain, the RPA was
successfuly re-implemented in Pascal on an IBM-PC. This demonstrated the feasibilty
of a Jow cost solution that is both smaller and faster than the LISP implementation.

3 MISSION PLANS IN THE CREW TO ELECTRONIC COCKPIT INTERFACE

Intelligent Displays Management is the second area of in-cockpit IKBS that FARL have
addressed. This work has been carried out with the support of the Procurement
Executive, Ministry of Defence.

Even with the amount of avionic equipment {in current aircraft, pilots have
difficulty coping with all the information. Their effectiveness as pilats and
controllers of the aircraft can be increased if some intelligence is used to present
the {informatfon to the pilet. One method, already mentioned, 1is to provide
intelligent systems within the afrcraft . The second area is 1in Intelligent
Displays Management.

An Intelligent Displays Manager can be considered as a filter to prevent the pilot
being overwhelmed with uneccessary information. This is increasingly important in
both civil and military applications. A familiar example is in system failures
where cascaded errors tend to drown a pilot in information. Knowledge of the
Mission Plan, required to filter information, can be used to anticipate a pilots
requests and needs. This will allow a future Intelligent Cockpit to reconfigure
displays and represent information in a more appropriate manner. The limitations of
qen?nl gisplay formats will be removed and a whole new generation of displays can
be introduced.

Equally important is the intelligent control of user inputs. Here an Intelligent
Displays Manager can provide context sensitive controls over the interpretation of
pilot inputs, This can be useful in understanding the meaning of a single button on
the joystick, providing flexible softkeys or in assisting in the interpretation of
Direct Voice Input, DVI.

3.1 Inteiligent Displays Management

For an Intelligent Oisplays Manager to be effective it must be able to model a
pilots mind! More precisely it must have the same knowledge of mission plans as a
pilot, eg "a waypoint is approaching so I will shortly be changing track".

In addition to the knowledge of Mission Plans the Intelligent Displays Manager must
have knowledge of what displayed information a pilot requires in each mission phase.
Other in-cockpit expert systems are similar; requiring knowledge of the the Mission
Plan and further domain specific knowledge. Fig 3 shows an expert system
architecture for a family of expert systems based on this approach.

The Protoype Intelligent Displays Manager is constructed with two experts. A
Displays Expert and and a State Expert. These can, in turn, be broken down further,
The State Expert is composed of the following components:

Mission Expert - producing the global aircraft position in re’ation to the Mission
Plan and Goals.

Threat Expert - simplified in our Prototype, but consists of components for
Situation Assessment and Threat Response Tactics.

Afrcraft State Expert - the orientation of the aircraft and health of the aircraft
systems,

In normal flying the Mission Expert provides most of the =apabilities of the State
Expert, but when the afrcraft is threatened or has system failures -the other experts
contribute.

4. IN-COCKPIT MISSION PLANNING

In moving from demonstrators to in-cockpit systems a difficulty is the limits on the
Man Machine Interface, MMI.
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The work on Route Planning has shown us the importance of the MMI and the need to
model and develop the user interface as early as possible. The physical interface
has a crucial fmpact on how an Expert System is used. This should be modelled
before the Expert System and continually developed hand-in-hand with the Expert
System,

When looking at our Route Planning Aid Expert System we noticed the dual role it
performs. This is also true of many other Expert Systems. The dual role is that of
an advisor and an Inline Autonomous Expert. An Autonomous Expert System produces
results that a pilot is informed of eg "Your route has been replanned, follow this
track*. This 1s in the current domain of problems we are familiar with; explaining
an expert's Decisons. An advisor requires a more sophisticated interface. Ideally,
it should respond to a pilots "what ifs?" in the same way as a co-pilot or navigator
would. For example:

Pilot: what if we save time by flying through this storm cloud ?

Navigator: We will make up all our lost time, and we won't use up
any excess fuel.

It is the exchange of ideas and knowledge along these lines that prevents us with
the most exciting challenge.

5 IN-COCKPIT DISPLAYS MANAGEMENT

One of the most interesting things to come from the work on the Prototype
Intelligent Displays Manager is the partially symbiotic relationship between Expert
Systems such as Mission or Route Planners and an Intelligent Display Manager.

On the one hand, in-cockpit Expert Systems raise the level of caommunication from
simple data presentation and selection to the exchange of ideas, or knowledge. It
is extremely difficult to communicate this high order information, particularily in
the high stress and tight real time conditions of an aircraft cockpit. One way to
tackle this is with an Intelligent Displays Manager.

On the ather hand, an Intelligent Displays Manager regquires information about the
state of the pilot's mind. This requires inputs from other experts such as Situation
Asssors and Mission Planners. It is these same experts that were referred to in
section 2, where it was mentioned that their capabilities could be used to reduce a
pilots workload.

If we are going to have Expert Systems in the cockpit then we need an Inteiligent
Displays Manager to make communication possible.

6 DISCUSSION PROVOCATION

We have described two necessary elements of the electronic crew member. We wish to
put to you questions which it seems to us need to be addressed when we come to their
integration into a cohesive man-machine interactive system.

Can we design the method of interaction such that the EC can infer pilot intentions
while at the same time reducing interaction workload?

The knowledge and intention exchanges between pilot ang EC are going to represent a
link of which we have to demand the highest integrity. Do we know how to implement
cross-monitoring and reversion strategies?
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Voice Input/Output Applications in Helicopter-Cockpits
R. Schénbein, R. Haller

Fraunhofer-Institut fur Informations- und Datenverarbeitung (I'TB)
Sebastian-Kneipp-Stra3e 12-14, D-7500 Karlsruhe 1, FRG

Summary

The workload of helicopter pilots can be characterized by high visual demands and
two continually busy hands. Analyzing the situation, some very critical tasks can be
found (especially in helicopters with only one pilot), where additional input facilities
and information channels are needed. It was experimentally tested in a helicopter
simulator which improvements can be achieved by integrating voice input, voice
output and speechfiling systems. Tasks like frequency selection for communication
channels, voice output for checklists and emergency procedures and speechfiling of
flightplans, weather data and pilots’ notes were selected. Recognition results as well
as subjective evaluations show that the voice channel is a valuable addition to
existing communication forms, especially for helicopters with only one pilot. An
integration of voice systems with high acceptability, however, needs further
improvements of existing technology, which partially can be achieved by using more
“intelligent” structures and procedures. Therefore the results are discussed under
special consideration of the improvements achieveable by adding ~artificial
intelligence (Al)” to the system.

1. Introduction

Workload in madern military aircrafts in critical phases often exceeds the pilots
capacity. Critical phases are those, where competitive manual and visual actigns
are required, like landing approaches or air-to-ground missions. This is even
more important in helicopters, because the control of additional degrees of
freedom requires the continuous use of both hands in phases of take-off,
landing or low level flying /1-4/. A possible salution is to shift some tasks to the
voice channel. The essential points for cockpit applications of voice input/output
(voice i/o) are:

¢ the possibility for simuitaneous activity in manual and visual area,
e the voice characteristic as a natural, highly trained communication form, and
e the small amount of required instrumental area.

2. Experiments with voice input/output

Three functional areas for 'ces’tin?f voice input/output were selected in
accordance with the Heeresfliegerwatfenschule Buckeburg /5/:

e frequency selection by voice input,
e voice controlled voice output for checklists and emergency procedures, and
e speech filing for flightplans, weather data or pilots’ notes.
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The experimental system has been tested in a helicopter simulator. Noise back-
?roun , movements and missions are equivalent to real flight tasks. The simu-
ator serves for instrumental flight training. Visual flight simulation is not possi-
ble. In addition to the simulator experiments, voice i/0 has been tested in a real
helicopter, ready to start on airfield.

2.1 Frequency selection by voice input

Actual frequency selection in helicopters is done by turning rotary switches at
the middle console for each digit (or digit group). Switching attention to this
console combined with the pilots movement may lead to critical flight situations.
Therefore frequency selection by voice input could improve pilots’ safety. Instead
of setting digits for a specified frequency the pilot has to speak the name of the
radio station. These names often are easier to remember than the corresponding
frequencies. (Manual frequency adjustment by switches as a backup solution is
possible, too.) -
Ei%ht pilots took part in the experiments. Each pilot had to set up 92 frequencies.
When the system rejects the input or shows a recognition error, pilots had order
to repeat the utterance once. Tabie 1 shows the recognition rate mean values.
Frequency selection by voice was evaluated to be very positive and a realization
would be welcomed by the pilots.

Recognition rate
mean values
in%

correctly

rejected
recognized

utterances

recognition
errors

inquiet
environment 94.7 21 3.2
~ 58 db(A) .

with

helicopter 929 5.2 4
noise

with helicopter noise
and 90.2 8.1 1.7
flight mission

on airﬂgid 92.4 38 38
(only 1 pilot)

Table 1

One problem, however, is the number of recognition errors, which is not
tremendously high, but must be handled by the pilot in such a way that his
workload usually is decreased by using voice, but highly increased in the case of
rejection or substitution of commands.

2.2 Voice controlled voice autput for checklists and emergency procedures

Checklists and emergency procedures in helicopters are available in small book-
lets. They must be processed in the given sequence. Especiaily for emergency
procedures during flight mission manual handling of the booklet increases the
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actual danger. Using voice controlled voice output for checklists and emergency
procedures can avoid this.

Five emer?‘ency procedures and six checklists were selected for the test. By
sﬁeaking the name of the emergency procedure or checklist the procedure or
checklist is selected and reported back by voice output (see Table 2). Using the
voice commands "Okay”, "Affirm”, “Last item” or "Go back” the pilots could
control the voice output.

Pilot System

Main generator failure
Main generator failure

Okay Circuit breakers -
check in
Okay
Main generator reset -
thenon
Table 2

After the tests pilots rated the realizing of voice controlled voice output
positively for this application. A "ready for use” installation yet must allow a
more flexible handling of the sequential procedures, e.g. the confirmation of
each checklist point should be avoided. Also some switches are located close
together and when reading a written checklist, pilots group items and control
the corresponding switches all together. Such an adaptation of checklists text
and procedure is required.

2.3 Speech filing for flight plans, weather data and pilots' notes

At present pilots use a writing pad, which is fixed at their upper thigh, to record
via radio transmission ordered frequencies, headings, hei?hts, speeds, air
pressures etc. or to record observed targets data . Handling of this writing pad
may result in critical flight situations. Using audio tapes to record and replay the
notes is not adequate ?mechanical faults, only sequential handling). Therefore a
RAM-storage device for voice recording was tested. Three different storage areas
for altogether three minutes of speech were available in the experiments.
Recording is started by voice command. The commands “Speicher Alpha”, "Spei-
cher Bravo” and “Speicher Charlie” select the corresponding storage and the
following message is stored until the pilot releases the microphone button. By
the voice commands "Notiz Alpha”, “Notiz Bravo” and "Notiz Charlie” the stor-
ed speech is replayed. A repeated use of the storinng command deletes the
previously stored note.

Handling of the “voice note system” has been shown as easy but pilots need time
to get accustomed with it. The "voice notebook” has been used for storing the
always necessary repetition of radio messages or short keywords as a reminder
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for some later examination. Even with the offered three different storage areas,
the sequentiall recall of stored information was sometimes boring for the pilots,
because they were only interested in the stored weather data but not in
frequency, fh?htplan or ather stored data.

A moare “intelligent” system would be able to digitize the incoming notes and to
parse them in accordance to certain keywords . Weather data may be divided
into wind heading, -speed etc., clearances for the further flight pat¥\es could be
divided similarly. The system may then store the data in special storage areas,
which are replayed via voice output, if the pilot uses the corresponding
commands {"windheading”, etc.).

3. QOrganizational aspects of interactions using voice input/output

Besides the overall positively evaluated use of voice input as well as voice output
in the helicopter simulator necessary improvements for reaching a stage of
practical applicability were indicated. -

The "problem areas” indicated are:

¢ error handling in voice input
e flexibility in logical structure of interaction
® adaptation to situational context

3.1 Error handling

Nowadays voice recognition systems evaluate voice utterances without any
reference to previously spoken commands. For example, the substitution
between "Miinchen Tower” and “Minden Tower” could be avoided, if the
em were connected with other helicopter components and therefore knew
the helicopter's actual position. With additional knowledge about frequency
ranges and competences the system would be aware that contacting “Miinchen
Tower” would be neither possible nor useful in a position near Minden. A
knowiedge base abaut pilots' last actions as well as available fli?ht data can
improve voice input to speech understanding. As a first step a fiexible syntax and
asemantic net of the used vocabulary could improve voice recognition results-

3.2 Flexibili

The coordination of simultaneous tasks, e.g. with both hands, is highly trained.
The voice channel for radio commands is treated totally independent. When
including voice ifo as normal communication channel, on the one hand the pilots
must be aware of the lagical structure of the interactions (priorities, state-
transactions) and on the other hand the flexibility must not be reduced
In the experimental system an additional knob located an the control stick was
used for activating voice control to separate from radio communication. By

ressing this button a passibly active voice output was stopped.

is selection of priorities may not be adequate for some situations where a

mors gexible switching between emergency procedures and radio channels is
needed. :
For more flexible structures of interaction forms a rule base is necessary which
can decide on situational context which priorities are adequate.
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3.3 Situational context

A received radio message always has to be repeated by the pilot. Speech filing
(improved by word parsing) could be activated automatically when the pilot
starts the repetition. Another example where situational knowledge can be used
was given above for error reduction in voice reco?nition‘ Even for handling
emergency procedures knowledge about the actual flight situation can be used
to shorten the procedure, speed up or slow down voice output or acceptabie
pilots' reaction times.

4. Conclusion

Voice i/o has been shown to be a valuable addition to man-machine
communication in helicopter applications. For development of a "ready to use”-
system certain problems have to be solved. Some ideas have been presented how
more “intelligent” systems including knowledge concerning the actual
helicopter situation, helicopter construction data, dialogue history and special
knowledge, e.g. about frequencies can improve overall system behaviour.
Supported by this knowledge voice i/o could be integrated in helicopters and
would be a contribution for pilots’ safety.
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THE NEED POR PROTOTYPING IN THE DEVELOPMENT
OF FUTURE COCKPITS

A.J.HULME
Systems Engineering, British Aerospace PLC,
Richmond Rd, Kingston-upon-Thames, Surrey.

INTRODUCTION

It is recognised that the fighter pilot of today is overlosded in the
amount, complexity and diversity of information he has to assimilate and
act upon, often under critical time constraints. He acts as an integrator
of information from the separate aircraft systems to build mental pictures
of the state of his aircraft and the tactical situation. The addition of
more inputs from sensors, tactical communication 1links and greater
sophistication of weapons and other systems, threatens to overvhela the
pilot.

There is much publicity about the potential advantages offered by new
cockpit technologies providing ‘virtual’ or ‘panoramic’ displays. The
suggestion is that these will improve the pilot’s situation avareness, or
perhaps more accurately his perception of his situation. An improvement in
the pilot’s perceptual tasks will not necessarily lead to an improvement in
the pilot's cognitive task loading. It is believed that the form of
display medium is of only minor significance, vhen compared to the
automation strategies adopted in the design of the avionic gystem. It is
possible that an increase in the sophistication of the system may actually
make matters vorse for the pilot in terms of the imposed cognitive load.
This is why the approach taken must properly address the question of
automation and the provision of a flexible allocation of function.

54




IR WA R . o)

- — - g ————

e~~~

.

#_,,__.__ -

P

B

Page 2

Furthermore, to suggest that improvements in the pilot’s situation
avareness vill be dependent on new display technology, is to ignore the
possibility of updating not only the aircraft currently in service but
those expected in the next 5 - 10 years, vhich will not be able to benefit
from such technologies. There are potentially many improvements that could
be made vithout completely gutting and refitting the cockpit.

In both the short and long term therefore, effort needs to be directed
tovards avionic system design driven by the actual needs of the pilot. The
emphasis should be on ensuring that the pilot is provided with the right
information, in the right form, at the right time, and that the right tasks
are automated. ’

APPROACE

A three pronged approach is vequired. Ve must first get a framework
for the identification of pilot needs. Liaison with experienced pilots
should provide the necessary first step. At this stage it is important
that discussions centre upon specific missions and specific classes of
problems experienced by aircrev, so that effort can be directed towards
specific problem areas. It vould be all too easy to embark upon a lengthy
programme of work to automate functions for which there are obvious
engineering solutions but vhich do not really help the pilot.

In parallel to this we must develop a metric of situation awareness,
so that prospective improvements can be objectively assessed. It will be
noted that whilst the requirement to maintain avareness of the changing
situation has become a major design objective (Taylor, 1987) a universal
definition of what situation assessment is, let alone a validated metric,
does not yet exist. Nonetheless progress is being made, and wvithin the
near future such metrics should be in use at a number of establishments.
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But perhaps the most important aspect for the future, is the emerging
vorkstation technology being provided by the likes of SUN, SYMBOLICS,
SILICON GRAPHICS and TEXAS INSTRUMENTS. The impact of these will be
considerable, since the time cycle for creating prototypes of quite complex
systems is of an order shorter than with the previous generation of
equipment. Moreover the time taken to implement or amend control
relationships or complex display suites can be very rapid indeed. As a
consequence the emphasis can move away from some of the more esoteric
modelling activities associated with predicting pilot performance, and
concentrate upon a more pragmatic approach whereby the efficacy of a number
of potential control and display strategies can be quickly ascertained.

Thus the approach must be one in which the central activity is geared
to the generation of a series of prototypes, driven by a set of goals
derived from current problems, and supported by evaluation using a suitable
metric of situation awareness.

PROBLEMS WITH AUTOMATION

The provision of a flexible automation strategy has long been
recognised as an important goal for system designers, most recently
referred to by Lind (1988). The potential benefits are obvious. In times
of high stress the pilot should be able to sit back and let the system
handle the majority of the functions, leaving him time to make effective
executive decisions. At other times he should have access to whatever
level of control he feels to be appropriate. The latter is important if a
loss of pilot skill is to be avoided and if he is to develop a thorough
understanding of the system and to have a high degree of confidence in it.
Prototyping vill allow the exploration of such strategies.

Whilst the identification of current pilot problems provides an
important starting point, real progres